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CHAPTER  1 
Introducing the ZyWALL
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CHAPTER  2 
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CHAPTER  3 
Web Configurator
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• C - main window

3.3.1  Title Bar
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3.3.3  Main Window
The main window shows the screen you select in the navigation panel. The main 
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CHAPTER  4 
Installation Setup Wizard

4.1  Installation Setup Wizard Screens 
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4.1.6  Internet Access Setup - Second WAN Interface
If you selected 
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• Trial Service Activation: You can try a trial service subscription. The trial 
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CHAPTER  5 
Quick Setup

5.1  Quick Setup Overview
The Web Configurator's quick setup wizards help you configure Internet and VPN 
connection settings. This chapter provides information on configuring the quick 
setup screens in the Web Configurator. See 
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5.2  WAN Interface Quick Setup
Click WAN Interface in the main Quick Setup screen to open the WAN 
Interface Quick Setup Wizard Welcome screen. Use these screens to 
configure an interface to connect to the internet. Click Next.

Figure 37   





Chapter 5 Quick Setup





Chapter 5 Quick Setup











 Chapter 5 Quick Setup

ZyWALL USG 100/200 Series User’s Guide







Chapter 5 Quick Setup

ZyWALL USG 100/200 Series User’s Guide86

• Remote Access (Client Role) - Choose this to connect to an IPSec server. This 
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ZyWALL stops checking the packets against the NAT table and moves on to 
bandwidth management.

Figure 59   NAT Table Checking Flow

1 SNAT defined in the policy routes. This was already in ZLD 2.1x.

2 1 to 1 SNAT (including Many 1 to 1) is also included in the NAT table.

3 NAT loopback is now included in the NAT table instead of requiring a separate 
policy route. 

4 SNAT is also now performed by default and included in the NAT table. 

6.5   Feature Configuration Overview
This section provides information about configuring the main features in the 
ZyWALL. The features are listed in the same sequence as the menu item(s) in the 
Web Configurator. Each feature description is organized as shown below.
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The ZyWALL only checks regular (through-ZyWALL) firewall rules for packets that 
are redirected by NAT, it does not check the to-ZyWALL firewall rules. 

Example: Suppose you have an FTP server with a private IP address connected to 
a DMZ port. You could configure a NAT rule to forwards FTP sessions from the 
WAN to the DMZ. 

1 Click 
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7.2  How to Configure a Cellular Interface
Use 3G cards for cellular WAN (Internet) connections. Table 265 on page 923 lists 
the compatible 3G devices. In this example you install or connect the 3G card 
before you configure the cellular interfaces but is also possible to reverse the 
sequence. 

1 Make sure the 3G device’s SIM card is installed. 

2 Install the 3G device in the ZyWALL’s PCIMCIA slot or connect it to one of the 
ZyWALL’s USB ports.

3 Click Configuration > Network > Interface > Cellular. Select the 3G device’s 
entry and click Edit. 

Figure 65   Configuration > Network > Interface > Cellular       
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2 Name the trunk and set the Load Balancing Algorithm field to Weighted 
Round Robin. 

Add  wan1 and enter 2 in the Weight column. 

Add  wan2 and enter 1 in the Weight column. 

Click OK.

Figure 70   
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3 Select the trunk as the default trunk and click Apply. 

Figure 71   Configuration > Network > Interface > Trunk    

7.4  How to Set Up a Wireless LAN
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1 Click Configuration > Object > User/Group > User and the Add icon.

2 Set the User Name to wlan_user
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1 Open the wireless client utility and click Profile.

Figure 75   ZyXEL Wireless Client

2 Add a new profile. This example uses “ZYXEL_WPA” as the name. It is also the 
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7 The ZYXEL_WPA profile displays in your list of profiles. 

Figure 81   ZyXEL Wireless Client > Profile: Activate

Since the ZyXEL utility does noP6-273.-Jc
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5 If you get a security warning screen, click Yes 
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The users are authenticated by an external RADIUS server at 192.168.1.200.

First, set up the user accounts and user 
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1 Click Configuration > Object > AAA Server > RADIUS. Double-click the 
radius
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4 Turn on authentication policy and click Apply.

Figure 118   Configuration > Auth. Policy     

The following figure shows an error me
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for wan1 IP address 10.0.0.8 to a H.323 device located on the LAN and using IP 
address 192.168.1.56. 

Figure 125   WAN to LAN H.323 Peer-to-peer Calls Example

7.11.1  Turn On the ALG
Click Configuration > Network > ALG. Select Enable H.323 ALG and Enable 
H.323 transformations and click Apply.

Figure 126   Configuration > Network > ALG 

7.11.2  Set Up a NAT Policy For H.323
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1 Click Configuration > Firewall > Add. Set the From field as WAN and the To 
field as DMZ. Set the 
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1 Click Configuration > Firewall
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4 Set the Device Role to Backup. Activate monitoring for the lan1 and wan1 
interfaces. Set the Synchronization Server Address to 192.168.1.1, the Port 
to 21, and the Password to “mySyncPassword”. Select Auto Synchronize and 
set the Interval to 60. Click Apply.

Figure 150   Configuration > Device HA > Active-Passive Mode: Backup ZyWALL 
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• Configure the 
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3 Select 
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3 Click 
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7
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12 Click Details and scroll down to see the address that you received is from the 
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CHAPTER  9 
 Dashboard

9.1  Overview
Use the Dashboard
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interface status in widgets that you can re-arrange to suit your needs. You can 
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Name This identifies the licensed service.

Version This is the version number of the anti-virus or IDP signatures (anti-virus 
and IDP).

Expiration If the service license is valid, this shows when it will expire. N/A displays 
if the service license does not have a limited period of validity. 

Top 5 Viruses
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The following table describes the labels in this screen. 

9.2.6  The Number of Login Users Screen
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Status No device - no 3G device is connected to the ZyWALL.
Device detected - displays when you connect a 3G device.
Device error - a 3G device is connected but there is an error.
Probe device fail - the ZyWALL’s test of the 3G device failed.
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The statistics display as follows when you display the top entries by source.

Figure 250   Monitor > Anti-X Statistics > Anti-Virus: Source IP 

The statistics display as follows when you display the top entries by destination.

Figure 251   Monitor > Anti-X Statistics > Anti-Virus: Destination IP 

Top Entry By Use this field to have the following (read-only) table display the top anti-
virus entries by Virus Name, Source IP or Destination IP. 

Select Virus Name to list the most common viruses that the ZyWALL has 
detected. 

Select Source IP to list the source IP addresses from which the ZyWALL 
has detected the most virus-infected files. 

Select Destination IP to list the most common destination IP addresses 
for virus-infected files that ZyWALL has detected. 

# This field displays the entry’s rank in the list of the top entries. 

Virus name This column displays when you display the entries by 
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You can remove individual entries from the cache. When you do this, the ZyWALL 
queries the external content filtering da
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CHAPTER  11 
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Note: If the ZyWALL is registered already, this screen is read-only and indicates 
whether trial services are activated (if any). You can still select the unchecked 
trial service(s) to activate it after registration. Use the Service screen to update 
your service subscription status.

Figure 261   Configuration > Licensing > Registration: Registered Device

11.3  The Service Screen
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12.2  The Antivirus Update Screen
Click Configuration > Licensing > Update > Anti-Virus to display the 
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signatures from myZyXEL.com (see the Registration
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Figure 268   Configuration > Network > Interface > Ethernet > Edit (OPT)   
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Enable 
Connectivity 
Check
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Enable 
Interface
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If the signal strength of a 3G network is too low, the 3G card may switch to an 
available 2.5G or 2.75G network. See the following table for a comparison 
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Figure 273   Configuration > Network > Interface > Cellular   

The following table describes the labels in this screen.

13.5.1  Cellular Add/Edit Screen
To change your 3G settings, click Configuration > Network > Interface > 
Cellular > Add (or
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The following table describes the labels in this screen.

Table 67   
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Get 
Automatically 
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13.7  WLAN Interface MAC Filter 



 Chapter 13 Interfaces

ZyWALL USG 100/200 Series User’s Guide



Chapter 13 Interfaces

ZyWALL USG 100/200 Series User’s Guide



 Chapter 13 Interfaces





 Chapter 13 Interfaces

ZyWALL USG 100/200 Series User’s Guide



Chapter 13 Interfaces

ZyWALL USG 100/200 Series User’s Guide



 Chapter 13 Interfaces

ZyWALL USG 100/200 Series User’s Guide 343

Each field is explained in the following table. 

Table 76   
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OSPF Setting See 
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13.9.2  Bridge Add/Edit 
This screen lets you configure IP address assignment, interface bandwidth 
parameters, DHCP settings, and connectivity check for each bridge interface. To 
access this screen, click the Add
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Figure 287   Configuration > Network > Interface > Bridge > Add  
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13.10  Auxiliary Interface 
This section introduces the auxiliary interface and then explains the screen for it.

13.10.1  Auxiliary Interface Overview
Use the auxiliary interface to dial ou
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Policy Routes Versus Static Routes
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15.2.1  Policy Route Edit Screen
Click Configuration > Network > Routing
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Incoming Select where the packets are coming from; any, an interface, a tunnel, 
an SSL VPN, or the ZyWALL itself. For an interface, a tunnel, or an SSL 
VPN, you also need to select the individual interface, VPN tunnel, or SSL 
VPN connection.

Source Address Select a source IP address object from which the packets are sent.

Destination 
Address
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following twelve DSCP encodings from AF11 through AF43. The decimal equivalent 
is listed in brackets.

Port Triggering 
Some services use a dedicated range of ports on the client side and a dedicated 
range of ports on the server side. With re
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16.2  The RIP Screen
RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a device to 
exchange routing information with other 
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• An Autonomous System Boundary Router (ASBR) exchanges routing information 
with r
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16.3.3  Virtual Link Add/Edit Screen 
The Virtual Link Add/Edit screen allows you to create a new virtual link or edit 
an existing one. When the OSPF add or edit screen (see 













 Chapter 17 Zones

ZyWALL USG 100/200 Series User’s Guide







Chapter 18 DDNS









Chapter 18 DDNS

ZyWALL USG 100/200 Series User’s Guide416

IP Address The options available in this field vary by DDNS provider.

Interface -The ZyWALL uses the IP address of the specified interface. 
This option appears when you select a specific interface in the 
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CHAPTER  19 
NAT

19.1  NAT Overview
NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP 
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19.2.1  The NAT Add/Edit Screen
The NAT Add/Edit screen lets you create new NAT rules and edit existing ones. 
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19.3  NAT Technical Reference
Here is more detailed information about NAT on the ZyWALL.

NAT Loopback
Suppose a NAT 1:1 rule maps a public IP address to the private IP address of a 
LAN SMTP e-mail server to give WAN users access. NAT loopback allows other 
users to also use the rule’s original IP to access the mail server. 
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CHAPTER  20 
 HTTP Redirect

20.1  Overview
HTTP redirect forwards the client’s HTTP request (except HTTP traffic destined for 
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20.2.1  The HTTP Redirect Edit Screen
Click Network > HTTP Redirect to open the HTTP Redirect screen. Then click 
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CHAPTER  22 
 IP/MAC Binding

22.1  IP/MAC Binding Overview
IP address to MAC address binding helps ensure that only the intended devices get 
to use privileged IP addresses. The ZyWALL uses DHCP to assign IP addresses and 
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Schedule Select a schedule that defines when the policy applies. Otherwise, select 
none
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CHAPTER
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5 The screen for configuring a service object opens. Configure it as follows and click 
OK.

Figure 343   Firewall Example: Create a Service Object

6 Select From WAN and 
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User Select a user name or user group to which to apply the rule. The rule is 
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SA). Click a column’s heading cell to sort the table entries by that column’s 
criteria. Click the heading cell again to reverse the sort order.

Figure 353   Configuration > VPN > IPSec VPN > VPN Connection

Each field is discussed in the following table. See Section 25.2.2 on page 483 and 
Section 25.2.1 on page 476
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Each field is described in
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Check Method Select how the ZyWALL checks the connection. The peer must be 
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Figure 357   Configuration > VPN > IPSec VPN > VPN Gateway > Edit     
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Content This field is disabled if the Peer ID Type is Any. Type the identity of 
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26.2.1  The SSL Access Policy Add/Edit Screen 
To create a new or edit an existing SSL access policy, click the Add or Edit icon in 
the Access Privilege screen. 
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26.3.1  How to Upload a Custom Logo
Follow the steps below to upload a custom logo to display on the remote user SSL 
VPN screens. 

1 Click 
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The following shows an example logo on the remote user screen. 
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1 Open a web browser and enter the web site address or IP address of the ZyWALL. 
For example, “http://sslvpn.mycompany.com”. 
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10 If a screen like the following displays, click Continue Anyway to finish installing 
the SecuExtender client on your computer.

Figure 385   Hardware Installation Warning   

11 The Application screen displays showing the list of resources available to you. 
See Figure 386 on page 531 for a screen example. 

Note: Available resource links vary depending on the configuration your network 
administrator made. 
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27.3  The SSL VPN User Screens
This section describes the main elements in the remote user screens. 

Figure 386   
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29.2  The Main File Sharing Screen 
The first File Sharing screen displays the name(s) of the shared folder(s) 
available. The following figure show
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3 If an access user name and password are required, a screen displays as shown in 
the following figure. Enter the account information and click Login
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CHAPTER  31 
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numbers for SIP traffic. Likewise, configuring the SIP ALG to use custom port 
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32.4  The Other Applications Screen
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33.1.2  What You Need to Know 

Anti-Virus Engines

Subscribe to signature files for ZyXEL’s anti-virus engine or one powered by 
Kaspersky. When using the trial, you can switch from one engine to the other in 
the 
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The following table describes the labels in this screen.

33.4  Anti-Virus Black List or White List Add/Edit
From the Configuration > Anti-X > Anti-Virus > Black/White List > Black 
List (or White List) screen, click the Add
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33.7  Anti-Virus Technical Reference
Types of Computer Viruses 

The following table describes some 
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34.2  The IDP General Screen
Click Configuration > Anti-X > IDP > General to open this screen. Use this 
screen to turn IDP on or off, bind IDP profiles to traffic directions, and view 
registration and signature information.

Note: You must register in order to use packet inspection signatures. See the 
Registration screens. 

If you try to enable IDP when the IDP service has not yet been registered, a 
warning screen displays and IDP is not enabled.

Figure 428   Configuration > Anti-X > IDP > General      
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34.3.1  Base Profiles
The ZyWALL comes with several base profiles. You use base profiles to create new 
profiles. In the Configuration > Anti-X > IDP > Profile screen, click Add to 
display the following screen.

Figure 429   
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34.4  The Profile Summary Screen
Select Anti-X > IDP > Profile. Use this screen to:





 Chapter 34 IDP

ZyWALL USG 100/200 Series User’s Guide 603

34.6  Profiles: Packet Inspection 
Select Configuration > Anti-X > IDP > Profile
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34.6.5  Query Example
This example shows a search with these criteria:

• Severity: severe and high

• Attack Type: DDoS

• Platform: Windows 2000 and Windows XP computers

• Service: Any
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• Actions: Any

Figure 434   Query Example Search Criteria

Figure 435   Query Example Search Results
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Note: The ZyWALL checks all signatures and continues searching even after a match 
is found. If two or more rules have conflicting actions for the same packet, then 
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34.8.2.2  Analyze Packets
Use the packet capture screen (see Section 53.3 on page 892) and a packet 
analyzer (also known as a network or protocol analyzer) such as Wireshark or 
Ethereal to investigate some more.

Figure 439   DNS Query Packet Details 

From the details about DNS query you see that the protocol is UDP and the port is 
53. The type of DNS packet is standard query and the Flag is 0x0100 with an 
offset of 2. Therefore enter |010| as the first pattern.







Chapter 34 IDP





Chapter 34 IDP

ZyWALL USG 100/200 Series User’s Guide628



ZyWALL USG 100/200 Series User’s Guide 629

CHAPTER  35 
 ADP

35.1  Overview
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the initiator responds with an ACK (acknowledgment). After this handshake, a 
connection is established. 
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DOUBLE-ENCODING 
ATTACK

This rule is IIS specific. IIS does two passes through the 
request URI, doing decodes in each one. In the first pass, 
IIS encoding (UTF-8 unicode, ASCII, bare byte, and %u) is 
done. In the second pass ASCII, bare byte, and %u 
encodings are done.

IIS-BACKSLASH-
EVASION ATTACK

This is an IIS emulation rule that normalizes backslashes to 
slashes. Therefore, a request-URI of “/abc\xyz” gets 
normalized to “/abc/xyz”.

IIS-UNICODE-
CODEPOINT-ENCODING 
ATTACK

This rule can detect attacks which send attack strings 
containing non-ASCII characters encoded by IIS Unicode. 
IIS Unicode encoding references the unicode.map file. 
Attackers may use this method to bypass system 
parameter checks in order to get information or privileges 
from a web server.

MULTI-SLASH-
ENCODING ATTACK

This rule normalizes multiple slashes in a row, so something 
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Content Filtering Profiles

A content filtering profile conveniently 
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Arts/Entertainment This category incl
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Government/Legal This category includes
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CHAPTER  37 
Content Filter Reports

37.1  Overview
You can view content filtering reports after you have activated the category-based 
content filtering subscription service.

See 
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2 Fill in your myZyXEL.com account information and click Login.

Figure 458   myZyXEL.com: Login
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38.4.1  The Anti-Spam Black or White List Add/Edit Screen
In the anti-spam Black List or White List screen, click the Add icon or an Edit 
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38.5  The Anti-Spam White List Screen
Click Configuration > Anti-X > Anti-Spam > Black/White List and then the 
White List tab to display the Anti-Spam White List screen. 

Configure the white list to identify legitimate e-mail. You can create white list 
entries based on the sender’s or relay’s IP address or e-mail address. You can also 
create entries that check for particular header fields and values or specific subject 
text. 

Figure 469   
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38.6  The DNSBL Screen 
Click Configuration > Anti-X > Anti-Spam > DNSBL
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B form a virtual router that uses cluster ID 1. ZyWALLs C and D form a virtual 
router that uses cluster ID 2.

Figure 477   
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39.5  The Legacy Mode Screen
Virtual Router Redundancy Protocol (VRRP)

Legacy mode device HA uses Virtual Router Redundancy Protocol (VRRP) to create 
redundant backup gateways to
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If ZyWALL A becomes available again, ZyWALL A preempts ZyWALL B and 
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CHAPTER
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40.2  User Summary Screen
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40.3  User Group Summary Screen
User groups consist of access users and other user groups. You cannot put admin 
users in user groups. The Group screen provides a summary of all user groups. In 
addition, this screen allows you to add, edit, and remo
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40.3.1  Group Add/Edit Screen
The Group Add/Edit screen allows you to create a new user group or edit an 
existing one. To access this screen, go to the Group screen (see Section 40.3 on 
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CHAPTER  41 
 Addresses

41.1  Overview
Address objects can represent a single IP address or a range of IP addresses. 
Address groups are composed of address objects and other address groups. 

41.1.1  What You Can Do in this Chapter
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• RANGE
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42.3.1  The Service Group Add/Edit Screen
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43.2.1  The One-Time Schedule Add/Edit Screen
The One-Time Schedule Add/Edit screen allows you to define a one-time 
schedule or edit an existing one. To access this screen, go to the Schedule screen 
(see Section 43.2 on page 750), and click either the Add icon or an Edit icon in 
the One Time section.

Figure 503   
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44.3  RADIUS Server Summary
Use the RADIUS



Chapter 44 AAA Server





Chapter 44 AAA Server



ZyWALL USG 100/200 Series User’s Guide 765

CHAPTER  
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Add icon Click Add to add a new entry. 

Click Edit 
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2 Tim keeps the private key and makes the pu
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The following table describes the labels in this screen. 

Table 219   
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Create a 
certification 
request and save it 
locally for later 
manual enrollment

Select this to have the ZyWALL generate and store a request for a 
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46.2.2  The My Certificates Edit Screen
Click Configuration > Object > Certificate > My Certificates and then the 
Edit icon 
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46.3.2  The Trusted Certificates Import Screen 
Click Configuration > Object > Certificate > Trusted Certificates > Import 
to open the 
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49.1.1  What You Can Do in this Chapter
Use the Configuration > Object > Endpoint Security screens (Section 49.2 on 
page 807) to create and manage endpoint security objects.

49.1.2  What You Need to Know 

What Endpoint Security Can Check
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50.3.1  Pre-defined NTP Time Servers List
When you turn on the ZyWALL for the first time, the date and time start at 2003-
01-01 00:00:00. The ZyWALL then attempts to synchronize with one of the 
following pre-defined list of Network Time Protocol (NTP) time servers.

The ZyWALL continues to use the following pre-defined list of NTP time servers if 
you do not specify a time server or it cannot synchronize with the time server you 
specified. 

When the ZyWALL uses the pre-defined list
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50.5.1  DNS Server Address Assignment
The ZyWALL can get the DNS server addresses in the following ways.

• The ISP tells you the DNS server addresses, usually in the form of an 
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DNS Server This is the IP address of a DNS server. This field displays N/A if you 
have the ZyWALL get a DNS server IP address from the ISP 
dynamically but the specified interface is not active.

Query Via This is the interface through whic
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The following table describes the labels in this screen.  

50.5.6  Domain Zone Forwarder 
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Note: Admin Service Control deals with management access (to the Web 
Configurator). 
User Service Control 
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The following figures identify the parts you can customize in the login and access 
pages.
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50.6.7  HTTPS Example
If you haven’t changed the default HTTPS port on the ZyWALL, then in your 
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Apply for a certificate from a Certification Authority (CA) that is trusted by the 
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50.6.7.5.2  Installing Your Personal Certificate(s)
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5 Click Finish to complete the wizard and begin the import process.

Figure 560   Personal Certificate Import Wizard 5

6 You should see the following screen when the certificate 
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50.7.5  Secure Telnet Using SSH Examples
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50.9  FTP 
You can upload and download the ZyWALL’s firmware and configuration files using 
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50.11  Dial-in Management
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50.12.1  Configuring Vantage CNM 
Vantage CNM is disabled on th
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CHAPTER  51 
  Log and Report

51.1  Overview
Use these screens to configure daily reporting and log settings. 

51.1.1  What You Can Do In this Chapter
• Use the Email Daily Report screen (Section 51.2 on page 865) to configure 

where and how to send daily reports and what reports to send.

• Use the Maintenance > Log Setting screens (
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Active Select this to activate log consolidation. Log consolidation 
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CHAPTER  52 
 File Manager

52.1  Overview
Configuration files define the ZyWALL’s settings. Shell scripts are files of 
commands that you can store on the ZyWALL and run when you need them. You 
can apply a configuration file or run a sh
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52.3  The Firmware Package Screen 
Click Maintenance > File Manager > Firmware Package to open the 
Firmware Package screen. Use the Firmware Package screen to check your 
current firmware version and upload firmware to the ZyWALL.

File Name This column displays the label that identifies a configuration file.

You cannot delete the following configuration files or change their file 
names. 

The system-default.conf file contains the ZyWALL’s default settings. 
Select this file and click Apply
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The following table describes the labels in this screen.  

53.3.2  Example of Viewing a Packet Capture File
Here is an example of a packet capture file viewed in the Wireshark packet 
analyzer. Notice that the size of frame 15 on the wire is 1514 bytes while the 
captured size is only 1500 bytes. The ZyWALL truncated the frame because the 

Table 263   Maintenance > Diagnostics > Packet Capture > Files
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option. The ZyWALL classifies the firmware package as not being able to be 
decompressed and deletes it. 

You can upload the firmware package to the ZyWALL with the option enabled, so 
you only need to clear the Destroy compressed files that could not be 
decompressed option while you download the firmware package. See Section 
33.2.1 on page 585
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1 For My Certificates
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If you want to reboot the device withou
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Maximum Number of IPSec VPN Tunnels 100 100

Maximum Number of IPSec VPN Concentrators 4 4

CERTIFICATES
Certificate Buffer Size 128 K 128 K

BUILT-IN SERVICES
A record 64 64

NS record 8 8

MX record 8 8

Maximum Number of Service Control Entries 16 per service 16 per service

Maximum DHCP Host Pool 256 256
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Maximum Number of ADP Rules 32 32

Maximum Block Host Number 1000 1000

Maximum Block Period 3600 3600

CONTENT FILTER
Maximum Number of Content Filter Policies 16 16

Maximum Number of Content Filter Profiles 16 16

Maximum Number of Forbidden Domain Entries 128 per profile 128 per profile
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57.1  3G or WLAN PCMCIA Card Installation
Only insert a compatible 802.11b/g-compliant wireless LAN PCMCIA or CardBus 
card or 3G card. Slide the connector end of the card into the slot.

Note: Do not force, bend or twist the card.

Figure 601   WLAN Card Installation

57.2  Power Adaptor Specifications
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APPENDIX  A 
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The %s address-object 
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AV signature update has 
failed. Can not update 
last update time.

The anti-virus signatures update did not succeed.

AV signature update has 
failed. (Replacement 
failure)

Anti-virus signatures update failed because the ZyWALL was 
not able to replace the old set of anti-virus signatures with 
the new one.

AV signature update has 
failed. (Unknown 
signature package).

Anti-virus signatures update failed because the ZyWALL was 
not able to identify whether the downloaded signature 
package was an incremental or full update. 

AV signature update 
from version %s to 
version %s has 
succeeded

The ZyWALL updated the anti-virus signatures from the 
listed version to the second listed version. 

AV signature update has 
failed. (File damaged)
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Do device register. The device started device registration.

Do trial service 
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The policy route %d 
uses empty user group!

Use an empty object group.

%d: the policy route rule number

The policy route %d 
uses empty source 
address group!

Use an empty object group.

%d: the policy route rule number

The policy route %d 
uses empty destination 
address group!

Use an empty object group.

%d: the policy route rule number

The policy route %d 
uses empty service 
group

Use an empty object group.

%d: the policy route rule number

Policy-route rule %d 
was inserted.

Rules is inserted into system.

%d: the policy route rule number

Policy-route rule %d 
was appended.

Rules is appended into system.

%d: the policy route rule number

Policy-route rule %d 
was modified.
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Console baud has been 
reset to %d.

An administrator changed the console port baud rate back to 
the default (115200).
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DNS access control 
rule %u has been moved 
to %d.
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Device is rebooted by 
administrator!
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Update the profile %s 
has failed because the 
feature requested is 
only available to 
donators.

Update profile failed because the feature requested is only 
available to donators, %s is the profile name.

Update the profile %s 
.96 0 0 15.96is 
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Export X509 
certificate "%s" from 
"Trusted Certificate" 
successfully

The device exported a x509 format certificate from Trusted 
Certificates. %s is the certificate request name.

Export X509 
certificate "%s" from 
"My Certificate" 
failed

The device was not able to export a x509 format certificate 
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Installing a Stand-Alone Certificate File in Internet Explorer

Rather than browsing to a ZyXEL Web Configurator and installing a public key 
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6 The next time you go to the web site that 
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3 The certificate is stored and you ca
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2 In Preferences, click Advanced > Security > Manage certificates.

Figure 645   Opera 9: Preferences
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3 The next time you visit the web site, click the padlock in the address bar to open 
the 
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accounting and control features. It is supported by Windows XP and a number of 
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4 The RADIUS server distributes the PMK to the AP. The AP then sets up a key 
hierarchy and management system, using the PMK to dynamically generate 
unique data encryption keys. The keys are used to encrypt every data packet that 
is wirelessly communicated between the AP and the wireless clients.
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Antenna Overview
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9.Audit Rights

ZyXEL SHALL HAVE THE RIGHT, AT ITS OWN EXPENSE, UPON REASONABLE PRIOR 
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This Product includes expat-1.95.6 
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"License" shall mean the terms and conditions for use, reproduction, and 
distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright 
owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that 
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Contributor harmless for any liability incurred by, or claims asserted against, such 
Contributor by reason of your accepting an
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guarantee your freedom to share and chan
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Most GNU software, including some libraries, is covered by the ordinary GNU 
General Public License. This license, the GNU Lesser General Public License, 
applies to certain designated libraries, and is quite different from the ordinary 
General Public License. We use this license for certain libraries in order to permit 
linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared 
library, the combination of the two is legally speaking a combined work, a 
derivative of the original library. The ordinary General Public License therefore 
permits such linking only if the entire combination fits its criteria of freedom. The 
Lesser General Public License permits more lax criteria for linking other code with 
the library.

We call this license the "Lesser" General Public License because it does Less to 
protect the user's freedom than the ordinary General Public License. It also 
provides other free software developers Less of an advantage over competing 
non-free programs. These disadvantages are the reason we use the ordinary 
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version is interface-compatible with the version that the work was made with. c) 
Accompany the work with a written offer, valid for at least three years, to give the 
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the software. Also, for each author's protection and ours, we want to make certain 
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DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR 
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NOTE: The text of this Exhibit A may differ slightly from the text of the notices in 
the Source Code files of the Original Code. You should use the text of this Exhibit 
A rather than the text found in the Original Code Source Code for Your 
Modifications. 

This Product includes libnet-1.1.2.1, net-snmp-5.1.1, libpcap-0.9.4, openssh-
4.3p2, unzip-5.50, zip-2.3 and tcpdump-3.6.1 software under BSD license

BSD

Copyright (c) [dates as appropriate to package] 

The Regents of the University of California. All rights reserved. Redistribution and 
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use of gd. If you have questions, ask. "Derived works" includes all programs that 
utilize the library. Credit must be given in user-accessible documentation.

This software is provided "AS IS." The copyright holders disclaim all warranties, 
either express or implied, including but not limited to implied warranties of 
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Copyright (C) 1999, 2000, 2002 Aladdin Enterprises. All rights reserved.
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Common Event Format (CEF) 869, 875
common services 995
compression (stac) 796
computer names 304, 330, 345, 355, 364, 552
computer virus 580

infection and prevention 593
see also virus

concurrent e-mail sessions







Index

ZyWALL USG 100/200 Series User’s Guide







Index





Index

ZyWALL USG 100/200 Series User’s Guide



Index

ZyWALL USG 100/200 Series User’s Guide 1121

M

MAC address
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port scan, filtered 642
port scanning 641
port speed 861
port sweep 642
port translation, see NAT
port triggering 390

and firewall 386, 910
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and services 386
troubleshooting 910

Post Office Protocol, see POP 682
power off 38, 901
power on 38
PPP 365

troubleshooting 906
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subnet mask 362
PPPoE 365
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TCP port 1723ep9019 0 1
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